_ UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO NONG NGHIEP VA MOI TRUONG Déc 1ap - Tw do - Hanh phiic

S6: 1701 /SNNMT-VP Qudng Ngdi, ngay 2/ thang 4 nam 2025

V/V trién khai mot s giai phap bao dam
an toan thong tin, an ninh mang

Kinh gui: Cac phong, co quan, don vi truc thudc Sé

Theo Cong van sd 2168/CAT-ANM ngay 17/4/2025 cua Cong an tinh
Quang Ngai vé viéc trién khai mot sd giai phap bao dam an toan thong tin, an
ninh mang (co van ban kem theo);

Nhim nang cao nang lyc phong chéng ma doc, giam nguy co de doa, loai
b6 cac ma doc tiém an trong h¢ thong thong tin va tang cudng hiéu qua cong tac
giam sat, xtr 1y su ¢ gay mat an toan an ninh thdng tin mang tai Cac co quan,
don vi thudc S&; Giam déc S Nong nghiép va Moi truong yéu cau Truong cac
phong, Thu truéng cac co quan, don vi truc thudc S& nghi€m tic trién khai mot
s6 noi dung sau:

1. Trién khai thyc hién hiéu qua cong tac bao dam an toan thong tin, an
ninh mang voi cong tac chuyen d6i s0, ung dung cong ngh¢ thong tin, phat trién
chinh quyén sO, kinh té sd x4 héi sb tai cac co quan, don vi. Quén triét nguyén
tac Truong cac phong, Thu trudng cac co quan, don vi truc thude S chiu trach
nhiém trude Giam déc So, trudc phap luat néu dé xay ra viéc mat an toan thong
tin, an ninh mang, 16 mat bi mat nha nudc trén khong gian mang tai phong, co
quan don vi minh phu trach. Phan cong cong chirc, vién chirc phu trach cong tac
chuyén d6i sb, bao dam an toan thong tin, an ninh mang ctia don vi dé tham
muu, trién khai cac giai phap bao dam an toan thong tin, an ninh mang theo
huéng dan ctia cac don vi chirc ning.

2. Tiép tuc ra soét, trién khai phuong an bao dam an toan thong tin theo
cép d6 ddi voi cac h¢ théng thong tin tin da dugc phé duyét, dong thoi cap nhat
day du két qua trién khai trén nén tang quan ly dam bao an toan thong tin theo
cap d6 (capdo.ais.gov.vn) {, bao gom yéu cau vé quan 1y va yéu cu vé k¥ thuat.

3. Khan truong ra soat tham muu S& phéi hop Cong an tinh: (1) Chia sé
dir liéu v6i hé thong giam sat, diéu hanh an toan, an ninh mang tap trung tinh
(SOC) ddi voi cac hé théng thong tin da trién khai thiét bi tuong lira bao vé
nhung chua thuc hién chia sé dit liéu; (2) Xac minh, xir Iy cac sy ¢d an toan
thong tin, an ninh mang lién quan hé thong thong tin tai don vi khi nhan duoc
thong bao, canh bao tir Cong an tinh; dong thoi thuc hién béo cao sy cb theo
mau tai Diéu 9, Thong tu 20/2017/TT- BTTTT ngay 12/9/2017 ciia B6 Thong

1 Nghi dinh 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phu vé& bao dam an toan hé théng thong tin
theo cip do; Thong tu s 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thong tin va Truyén théng quy
dinh chi tiét va huéng dan mot sb diéu cua Nghi dinh 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu
vé bao dam an toan hé théng thong tin theo cép do.
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tin va Truyén théng quy dinh vé diéu phdi, tmg ctru sy cd an toan thong tin
mang trén toan qudc giri vé Cong an tinh (qua Phong An ninh mang va phong,
chong téi pham sir dung cong nghé cao) va S& Nong nghiép va Moéi truong (dé
theo doi).

Déi véi cac phong, co quan, don vi cham hodc khong trién khai ph01 hop
xtt Iy cac su ¢b duge canh bao giy anh hudng dén hoat dong cac hé théng thong
tin trén dia ban tinh, hé théng thdng tin tai S¢; Cong an tinh sé& tién hanh kiém
tra, xtr Iy theo quy dinh (vt [y vi pham hanh chinh vé vi pham cdc quy dinh vé
ddam bdo an toan thong tin va g cibu sw cé an toan théng tin mang? hodc xir Iy
hinh sw néu xday ra hdu qud nghiém trong).

4. Ra so4t tiép tuc trién khai Phan mém phong, chéng ma doc tap trung
(BKAV Endpoint Client):

- Thuyc hién thiét lap lai thong tin c4 nhan trén phan mém BKAV Endpoint
Client phai 1 chu thé quan 1y, str dung thiét bi (theo hudng dan tai Phu luc 01).
Pong thoi, ra soat thong ké thong tin thiét bi, thiét 1ap trong Phan mém phong,
chéng mi doc tap trung cua tinh (theo Mau 0lkém theo). Két qua gui vé So
Nong nghiép va Mai truong (qua Van phong S6) vao ngay 25/4/2025 dé tong
hop bao cdo Cong an tinh.

- Truong hop cai dit moi phan mém BKAV Endpoint Client c6 ban quyén
(theo huéng dan tai Phu luc 02). Pbi véi may tinh co cdu hinh ky thuat yéu
khong cai dit hé diéu hanh Windows 10 trd 1én (cdc phién ban thdp hon dd
ngirng hé tro ban cdp nhdt bdo mdt) va phan mém BKAV Endpoint Client, d¢
nghi don vi ¢6 giai phap nang cap phan cimg dé cai dat hodc chi sir dung doc
1ap, khong két n6i vao hé thong thong tin ciia don vi.

- bé xuat dang ky bo sung ban quyén sir dung phan mém BKAV Endpoint
Client ddi v6i may tinh thudc pham vi quan ly cua co quan, don vi chua dugc
cai dat cac giai phap phong, chéng ma doc; gui van ban dang ky s6 lugng vé SO
dé tong hop dé xuit Cong an tinh cip bd sung. Pam bao 100% cac may tinh tai
cac co quan, don vi thugc So phai dugc cai dat phan mém.

Luwu y: Cong tac trién khai phan mém BKAV Endpoint Client khong chi
dam bao an toan thong tin, an ninh mang tai co quan, don vi ma gop phan nang
cao chi s6 chuyén d6i s6 (DTI) tai S& Nong nghiép va Moi trudng noi riéng va
cua t1nh Quang Ngai néi chang ddi vai tiéu chi thanh phan “An toan thong tin
mang”.

Qua trinh thuc hién, néu c¢6 kho khan, vuéng mic, dé nghi cac phong, co
quan, don vi kip thoi lién hé vé S& Nong nghiép va Moi truong (qua Van phong

So; gap ong Lé Thanh Trung - Chuyén vién; s6 dién thoai: 0905.900.276 dé
dwoc hé tro, hiedng dan).

2 Khoan 4 Diédu 78 Nghi dinh sé 15/2020 ngay 03/02/2020 cua Tha tudng Chinh phua vé quy dinh xu
phat vi pham hanh chinh trong linh vuc buu chinh, vién thong, tan sb vo tuyén dién, céng nghé thong
tin va giao dich dién tir, vi mic phat tién tir 50 triéu dong dén 70 triéu dong.



Yéu cau Trudng cac phong, Thu truong cac co quan, don vi truc thudc Sé
nghiém tuc trién khai thyc hién./.

Noi nhan:

- Nhu trén;

- Gb, cac PGD So¢;

- Van phong S¢;

- BBT Cong TTBT S¢ (dé cong khai);
- Luu: VT, VPIttrung—snn.
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PHU LUCI
Thiét 1ap lai thong tin c4 nhén sir dung
phan mém phong, chong mi ddc tip trung trén dia ban tinh
(Kém theo Cong van sé: /ISNNMT-VP ngay  /4/2025
cua So Nong nghiép va Moi truong tinh Quang Ngdi)

Bude 1: Mé phan mém Bkav Endpoint trén thiét bj da cai dat sé duoc két
qua nhu hinh bén dudi:

Bkav:

Endpaint Al Standard 15

Cong 'cu S iTuang 103 & Website | Englsh

Khu vi'c quét
(® Quét nhanh Windows
O Toan bs may C:\Users\kythu
O chon thy myc ([ Program files
Cau hinh quét ‘
{3 it lich quét & C3u hinh nng cao N
Bao vé theo céch
(& G3p van @& v& mdy tinh, ban bam vio diy dé dugc HE trg Chuyen nghlép :

Buwée 2: Click chudt trai vao muc Ban quyén; sau d6 nhin vao nit Stra
thong tin:

Bkav:

Endpoint Al Stapdard 15
Théng tin ban quyén sir dung Luuy
Tén khach hang: NGUYEN VAN ANH Client 1D: €879 & S dyng Bkav Endpoint ¢6 bin
Céngty: STTTT Quang Ngai Group: Cong an tinh quyEn ¢ c6 ¢ tink ning wu _
Dién thoais 030542447 Nody hithan:  31/12/2025 sk el
Email: nvanh-stttt@quangngai.gov.vn

& NEugdp bat olr vin g2 gi vE

Z . . virus, ban ¢ the gUi Chan

Théng tin phign ban dodn, g yéu cu hd troté
| Skav tai tab Tro gifin

| wiovzs Bkay Endpoint AT Stanih:r_,d 2024




-Buée 3: Cap nhét cac thong tin cd nhéan sur dung phan mém; lru y: ghi
rd ho va tén, s6 dién thoai lién lac va dia chi thw dién tir nhu hinh sau:

Bkav Endpoint

Thong tin ¢a nhan
Ban can nh2p day Gu cac thong tin dudi day

;

Tén ngudi s dund [NGUYEN VAN BA ) |

' S5 dién thoai [0s05442447 ) |
Email Invba}s‘tﬂt@quangngai.gov.vn *)

Buée 4: Nhén nat Pdng v sé dat két qua dudi:

Ban da thay ddi thanh cdng théng tin ca nhan !
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PHU LUC II
Hwéng din cai dit, ding ky ban quyén
phian mém phong, chong ma dgc tap trung trén dia ban tinh
(Kem theo Cong van so: /SNNMT-VP ngay  /4/2025
cua So Nong nghiép va Moi truong tinh Quang Ngdi)

Buéce 1: Tai file BKAV Endpoint Client bang cach tim kiém link online
tai vé tir trinh duyét: bkav.com.vn/bkavent; mat khiu giai nén: Bkav@2018.

Luwu y: Tru6ce khi cai dat Bkav Endpoint Client, can g& bo cac phin mém
diét virus khéc trén may tinh dé tranh xung dot giy treo hé théng, anh hudng
dén qua trinh va hiéu qua xir Iy virus.

Buwéce 2: Sau khi da giai nén, click chudt phai vao file cai dat ¢6 bén trong
thu muc sé& dugc két qua nhu hinh duéi:

{ % Bkav Endpoint Installation X )

@ Bkav Endpoint 15

Internet Security

1 J

Buée 3: Click chudt vao nit Tiép tuc dé bat dau cai dat:

' & Bkav Endpoint Setup — |63} X

Bkav.EmlpointIS ’ 7 ilntemet Secuity

Chao mirng

Cam on ban d3 sir dung Bkav Endpoint. M&i ban bam vao nit "Tiép tuc” € bat dau
qua trinh cai dat.

Tiéng Viét




.

Buée 4: Chon thu muc luu phdn mém BKAV Endpoint Client trén thiét

bi va nhit nit Cai dat:
)

P —
X

g - -

& Bkav Endpoint Setup

IntemerSeaunty

- Bkaviioiniis

Thu myc cai dat
Ban bam vao nit "Cai dat” 6€ bat dau qué trinh c&i d3t, hodc bam véo nit Thay doi"
dé thay ddi thu muc cai dat.
)
Cai d5t Bkav Endpoint vao thu muc: {
C:\Program Files (x86)\BkavEnterprise
Thayddi... |
Quaylai § caidat | Huy bd
SRR, et (REENRMSERID

o

Khi cai dat xong, Bkav s& dua théng béo cin khéi dong lai méy tinh, bdm

Khéi dong lai.

Khu vife quét

‘e Quét nhanh v Windawe

! Toan bd may Bkav'

() Chon thy muc
Knhdi dong lai may tinh dé hoan tat qué trinh cai dat
Ciu hinh quét @ Luu §: Ban hdy déng céc Ung dung dang md trudc khi
khdi dong lgi.

P o,

73 patlich quét

t
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Buée 5: Sau khi thiét bj khoi dong lai, s€ tu dong xuét hién thong bado cua
BKAV Endpoint vé viée dang ky v6i may chu BKAV sau d6 click vao nat Dong y dé
tién hanh dang ky bém quyén (hogc chay phdn mém Bkav Endpoint trén thiét bi, sau
d6 vao muc Ban quyeén, click chudt trai vao nit Ping ky).

| Bkav Endpomt

Ban can phai dang ky véi mdy chi BKAV d& ¢é day du
cdc tinh ndng cda Bkav Endpoint.

- Giao dién dang ky ban quyén s& hién lén.

Bkav Endpoint

!  — Thdng tin ca nhan s

Tén ngudi sir dung I J *)
S5 dién thoai [ | €3 £
p e LA Al A
Email I s B, W 1™ '§'
(B ]
Tén my chi b i INGEE

@
AT BT WSS TR

Bm?c 6: Nhép thong tin vao céc 6 c6 déu (*) nhu hinh ben dudi; sau do
bam Pdng ¥ dé diing ky ban quyén. Luru § y: ghi rd ho va tén, s dién thoai lién
lac, thw dién tir va tén may chi la: endpoint.quangngai.gov.vn.

Bkav Endpoint:

— Théng tin ¢ nhén
Tén ngudi s dung [NGUYEN VAN ANH

| S5 diénthoai [0s05442¢47 NG
|

- Email lnvamm@quangnga.gov.m )

Tén may chi endaort quangngel gov vl

SIS I TN TIIDURRRRNY, 2P T 2 T SIS L0 T A TR




Buéc 7: Nhap mét khiu ding nhap, mi don vi s& dugc tao 01 mat khéu riéng

biét (mat kpéu do Phong An ninh mang va phong, chong t¢i pham str dung cong nghé
cao cung cap).

{BkavEndpoint

l M3t khu [

- Két qua thanh c6ng s& xuat hién thong bao sau:

Bkav Endpoint

Chic mirng ban d3 dang ky thanh cdng !
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MAU 01
UBND TINH QUANG NGAI CONG HOA XA HQI CHU NGHIA VIET NAM
DON VI Doc lap - Tu do - Hanh phic

Quang Ngai, ngay  thang 4 nam 2025

Kinh guri: Cong an tinh (qua Phong An ninh mang
va phong, chong to1 pham str dung cong nghé cao)

DANH SACH

Théng tin thiét bi, thiét 1ap trong
Phan meém phong, chong ma dgc tap trung cia tinh Quang Ngai

Dia chi .
77 | Hova | Chicvu, | o o thoai, Mail congvu | MAC | Hédiéu | Ghi
tén don vi : : * | cia may hanh chu
tinh
Lé Thanh | Chuyen 0905900276 B4-8C- | \Windows
1 Trun vien vVan | -snn@quangngai.gov.vn oG 11 Pro
9 | phong S& g quangngal.gov.vi | ng cg

Cach tim dia chi MAC bing Settings

Buéc 1: Chon Start > Settings > Network & Internet.

Budce 2: Tuy thudc vao két nbi mang hié¢n tai, chon Ethernet hoac WiFi.
Buée 3: Chon Hardware Properties trong connection.

Buéc 4: Thong tin vé dia chi MAC may ban s& nam trong phan Properties.

IPva DINS servers:

SSsID:
Protocol:
Security type:
Manufacturer:
Description:

Driver version:

Network band:

Network channel:

Link speed (Receive/Transmit):

Link-local IPv6 address:
IPva address:
IPvad DINS servers:

Physical address (MAC):

Network & internet > Wi-Fi > Wi-Fi 2
Wi-Fi 2 properties
IP assignment: Automatic (DHCP)
DMNS server assignment: Manual

8.8.8.8 (Unencrypted)
8.8.4.4 (Unencrypted)

NgocSon_5G

Wi-Fi 5 (802.Tlac)

WPAZ2-Persconal

MediaTek, Inc.

MediaTek MT7921 Wi-Fi 6 802.11ax PCle Adapter

3.0.1.1325

5 GH=

36

400/400 (Mbps)
fe80:ada9:a066:5123:3f6a%c9
192.168.2.104

8.8.8.8 (Unencrypted)
8.8.4.4 (Unencrypted)

B4-8C-9D-13-D9-CB
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