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VIV tang cuong cong tac dam bao
an toan, an ninh mang trong dip Tét
Duong lich 2025, Tét Nguyén dan At
Ty va L& ky niém 95 nam thanh lap
Dang Cong san Viét Nam

Kinh gtri: Cac phong, co quan, don vi truc thuoc Sé

Theo Cong van sb 3163/STTTT- BCVT&CNTT ngay 31/12/2024 cua So
Thong tin va Truyén thong tinh Quang Ngai vé viéc ting cuong cong tac dam
bao an toan, an ninh mang trong dip Tét Duong lich 2025, Tét Nguyén dan At
Ty va L& ky ni¢ém 95 ndm thanh 13p Pang Cong san Viét Nam;

Giam ddc So Nong nghiép va Phat trién nong thon dé nghi Truong cac
phong, Thu truéng cac co quan, don vi tryc thudc S& chi dao trién khai thuc
hién mdt s6 nd1 dung sau:

1. Téng cwong trién khai hoat dong bao dam an toan thong tin mang

- Ra so4t cac hé thong thdng tin, bao dam cac hé thong thong tin duoc trién
khai ddy du cac bién phap bao vé theo cip do an toan; thuc hién ra soat cac
chinh sach an ninh d6i véi hé thong tuong lira, hé thong phét hién xam nhap, hé
théng phong chéng ma doc; cap nhat hé diéu hanh may chu, ung dung, dich vy
va céc hé théng cong nghé thong tin khéc.

- Phan cong cbng chuc, vién chic, ngudi lao dong tai don vi trién khai truc
giam sat 24/7; chu dong theo ddi thuong xuyeén, lién tuc cac hé théng giam sat
an toan thong tin tap trung, hé théng phong, chdéng ma doc tap trung dam bao xur
ly, khic phuc kip thoi tin cdng mang, canh bao ma doc duoc xac minh.

- Chu dong thuc hién kiém tra, danh gia, phat hién va khac phuc 15 hong
bao mat; san lung mdi nguy hai va boc g& phan mém doc hai cho toan bo may
cha, may tram trong hé thdng thdng tin; sa soat, cap nhat day du cac ban va 15
hong bao mat cho hé thdng théng tin, thuc hién theo di, xir Iy cac van ban canh
bao an toan thdng tin mang hang tuan, hang thang do Bo Thong tin va Truyén
théng (Cuc An toan théng tin) céng bé*

- Ra soét, kiém tra va béc g& cac phan mém doc hai cho toan bo may chu,
may tram trong hé thong mang; trong do6, can wu tién cac hé thong tin c6 dia chi
IP nam trong Danh sach IP mang Botnet dugc Cuc An toan thdng tin canh béo
hang thang hoic dot xuat.

! Tai vin ban canh bio cac 16 hong nghiém trong (gui kém theo) va tai dia chi
https://khonggianmang.vn/canhbaoattt/, Nén tang Dleu phdi xir 1y sy c¢d an toan thong tin mang qudc gia
(IRlab.vn) va tir cac co quan, t6 chirc lién quan cung cap.
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- Str dung va khai thc hiéu qua Nen tang Dieu phdi xir Iy su ¢6 an toan
thong tin mang quoc gia (IRLab).

- T6 chtrc tuyén truyén, nang cao nhan thic co ban ki ning vé an toan
théng tin mang, canh giac ve thdng tin xau doc, tin gia va théng tin Itra dao trén
khéng gian mang cho cong chuc, vién chirc va nguoi lao dong thugc don vi.

2. Chi dao, quan tri€t cong churc, vién chic, nguoi lao dong thuong xuyén
thay d6i mat khau tai khoan thu dién tir cong vy, dam bao mat khau du manh
(dam bao mdt khau cé it nhat 8 ky ti va bao gom:chir hoa, chit thuong, ky tu
ddc biét va chir s6); tuyét ddi khong st dung thu coéng vu cia tinh dé dang ky
vao cac mang xa hoi, dién dan va cic trang thong tin cong cong khac.

3. Giao Vin phong S& chu dong ra soat, theo ddi va kip thoi hd trg cong tac
dam bao an toan thdng tin cho cac co quan, don vi truc thudc S¢ khi can thiét.

4. Khi xay ra sy ¢ vé an toan, an ninh thong tin mang cac phong, don vi,
can phai bao ngay vé SO Nong nghiép va Phat trién nong thon (qua Vin phong
S&) dé hd tro, phdi hop xur 1y va tong hgp, bao cao UBND tinh, S¢ Thong tin va
Truyén théng. Trong trudng hop can hd trg xur 1y, ing ctru va khic phuc su ¢b
dé nghi cac co quan, don vi lién hé Ong Lé Thanh Trung, Chuyén vién - Thanh
vién Poi ing clru su ¢d an toan thong tin mang tinh; Dién thoai: 0905.900.276.

Pé nghi Trudng cac phong, Thu trudng cic co quan, don vi truc thudc S
trién khai thuc hién./.
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